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EQUALITY AND HUMAN RIGHTS SCREENING TEMPLATE 
THIS IS A PUBLIC DOCUMENT 

 
Title of Policy: Extension of Closed circuit Television (CCTV) on Gransha and 
Tyrone & Fermanagh Sites 

Lead Manager: Sonia Gormley Title: Head of Support Services 

Directorate: Planning, Performance 
and Corporate Services 

Department: Support Services 

Contact details:  

Address: Trust Head Quarters, Medical and Dental Education Centre, Altnagelvin 

Hospital , Glenshane Road, Derry, BT47 6SR 

Tel: 02871 345171 EXT 214697 

Email: Sonia.gormley@westerntrust.hscni.net 

Short Description of Policy 
The Western Health and Social Care Trust (WHSCT) is increasing the number of 
CCTV camera’s on both the Gransha and Tyrone & Fermanagh sites due to a 
number Serious Adverse Incident’s and increased security incidents for example 
absconding patients and anti-social behaviour such as break in and vandalism of 
vacant buildings.  Both sites have very vulnerable patients therefore it is necessary 
to ensure that there are adequate CCTV systems in operation to support improved 
site management, security and protection of patients, clients and staff across Trust 
sites.   

Final Recommendations: (please tick as appropriate) 

1. GREEN: No equality issues/impact: no further action √ 

2. AMBER: Minor equality issues/impact: actions identified  

3. RED: Major equality issues/impact: full EQIA recommended  

Please send draft completed form for quality assurance to 
equality.admin@westerntrust.hscni.net 

For further information on quality assurance see page 3, section 3. 
 

Final Approval Date:  
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(1) INFORMATION ABOUT THE POLICY OR PROPOSAL 

 
1.1     Title of policy or proposal 

Extension of CCTV Coverage on Gransha and Tyrone & Fermanagh Sites. 

 
1.2     Description of policy or proposal 
Western Health and Social Care Trust already has Closed Circuit Television (CCTV) in 
operation throughout Trust facilities, the footage is visual and has no audio, and there are 
currently 1052 Internal and 288 external cameras. The standard operating procedure and 
governance arrangements for the use of CCTV clearly defined within the Trust CCTV Policy 
which is available on the Trust website and intranet. Signage is in place to advise of CCTV in 
operation. Support Services is responsible for the management of the CCTV system and 
access for the system is restricted to the Support Services senior management team for 
downloading and portering team and Police Service of Northern Ireland (PSNI) for urgent 
viewing for missing patients or major incidents. 
 
Over the last the last three years we have seen an increase of 37% of security incidents on 
both the Gransha and Tyrone & Fermanagh site. These incidents ranged from vulnerable 
patients absconding from Trust properties to fires and break in’s to derelict Trust buildings. 
 
These sites currently already have CCTV in operation, however there are many blind spots or 
cameras that are no longer working. After accessing the site and the Trust buildings on site 
and engaging with the service leads for the buildings, a plan was developed to strategical 
place additional cameras on the site to ensure that we would have coverage to locate any 
absconding patients and view any unauthorised access to the Trust buildings. 
 
The aims and objective of extending the current CCTV on both the Gransha and Tyrone & 
Fermanagh sites is to : 

 Prevention and Detection of Crime and Disorder;  

 Apprehension and Prosecution of Offenders (this may on occasion include the 

 use of images as evidence in criminal/civil proceedings); 

 Protection of Patient, Staff and Public Health and Safety; 

 Protection of Public Health 

 Protection of Patient, Staff and Public property 

 Investigation of matters relating to Disciplinary Proceedings 

 Protection of Assets  

 Investigation of Incidents/Serious Adverse Incidents  
 Provide a safer environment for staff 

 
The Trust recognises that this solution also has the potential to create privacy issues for 
members of the public as well as our own staff. Individuals may be captured by CCTV and it is 
important we fully understand the data protection implications of this. Our CTTV Policy has 
been written with guidance from our Information Governance team to help us understand what 
implications CCTV brings in terms of privacy and how what we can do as a Trust to adhere to 
UK GDPR. 

 

The Trust CCTV Policy ( Available Appendix 1) clearly defines:  
 
The purpose of CCTV on Trust facilities 
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 Locations of  Camera’s 

 Quality of Images 

 Processing and disclosure of Data- clear robust guidance on who can access data and 
ensuring that they request is within the parameters set out by Data Protection Policy 
1998/General Data Protection Regulations (GDPR), details on who can request data and 
who must authorise it.  

 Retention in line with Information Commissioner’s Office (ICO) guidance. 
 

1.3     Main stakeholders affected (internal and external) 

For example, staff, actual or potential service users, other public sector organisations, GPs, 
primary care providers, voluntary and community groups, trade unions or professional 
organisations or private sector organisations or others.  Start to consider how you might 
involve them in the development of the policy/decision.  This will also help you to meet 
the Trust’s obligations under Personal and Public Involvement (PPI). 

 Staff Representatives 

 Staff  

 Service Users  

 Visitors  

 Wider Public  

 Local adjacent residential population 

 Contractors  

 Voluntary Sector  

 Elected Representatives 
 
 

 
 

 
 

1.4     Other policies or decisions with a bearing on this policy or proposal 

 WHSCT CCTV Policy 

 Regional Health and Social Care Management of Violence and Aggression In the 
Workplace HSC Framework  

 Information Commissioner’s Office -CCTV Code of Practice 

 WHSCT Equality Scheme 

 WHSCT Data Protection Policy 1998 / General Data Protection Regulations 

 WHSCT Risk Management Policy 

 WHSCT Health and Safety Policy 

 WHSCT Adverse Incident Policy 
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(2) CONSIDERATION OF EQUALITY AND GOOD RELATIONS ISSUES AND EVIDENCE 
USED 

 
2.1 Data Gathering 

 

2.1.1 What information did you use to inform this equality screening?  For example, 
previous consultations, statistics, research, Equality Impact Assessments (EQIAs), 
complaints, etc.  

 

 Serious Adverse Incident- Black spots on site meant we could not fully trace the 
steps of several absconded patients and locate them. 
 

 Datix security incidents- actions and lessons learnt stated additional cameras were 
required to improve security on sites 
 

 Feedback from Site security groups ( this group is led by Support services manager 
for the Site as they have responsibility for on site security, also in attendance is leads 
for each of the services leads that work on site. Each Trust site has a site security 
group in which security incidents are discussed and shared learning. Service groups 
feedback they felt more cameras were required on site due to not being able to 
investigate incidents due to back spots on both sites. 
 

 Feedback from Trust Management of Violence and Aggression Group( this group is 
made up of the Assistant directors for each directorate, with also in attendance the 
head of Support Services and Coordintor for Car Parking and Security) It was raised 
that Serious Adverse Incidents findings raised lack of camera’s and recommended 
additional cameras were required 
 

 PSNI feedback- Due to ongoing anti-social behaviour incidents on both the Gransha 
and Tyrone & Fermanagh sites the Estates and Support Services Managers  
contacted the PSNI to set up site walkabout to discuss the recent ongoing issues of 
anti-social behaviour and how we can prevent it. PSNI advised CCTV Camera’s 
would work as a deterrent and would be the best change we would have of capturing 
the culprits and being able to prosecute them. 
 

 Support Services co ordinator for Car Parking and security contacted the school that 
is accessible through the Gransha site to inform them of the project and discuss any 
concerns that they may have. They had no concerns. 

 

 Workforce Planning Information 

 

2.1.2 How did you involve people?   
The Trust requires evidence of engagement with stakeholders to fulfil its statutory 
obligations under its Equality scheme, Consultation Scheme and   Personal and Public 
Involvement strategy.  Provide details of how you involved stakeholders e.g. views of 
colleagues, service users, carers, Trade Unions, Section 75 groups or other 
stakeholders.  
Consultation and Engagement Statement: In your policy/proposal include a paragraph 
titled Consultation and Engagement and summarise this section.  If there was no 
engagement, please explain why. 

 Based on feedback from Serious Adverse Incidents. Serious adverse incidents are 
formally investigated by the Trust to look at what happened, how and why. 
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Recommendations and actions then are made to try and prevent the incident from 
happening again.  

 Due to ongoing anti-social behaviour incidents on both the Gransha and Tyrone & 
Fermanagh sites Support Services and estates senior managers contacted the PSNI 
to set up site walkabout to discuss the recent ongoing issues of anti-social behaviour 
and how we can prevent it. PSNI advised CCTV Camera’s would work as a deterrent 
and would be the best change we would have of capturing the culprits and being able 
to prosecute them. 

 Site walkabouts took place with the site managers, estates team and the high risk 
service leads to discuss what their requirements were in terms of camera locations 
and positioning to help support their service. 

 On 17 September 2024 the Support Services Co ordinator for Car Parking and 
Security carried out a teams call with the Principal and lead for child protection of 
Oakgrove College as the college can only be access via the Gransha grounds. The 
college advised that they had no concerns with this project and supported the install 
on CCTV cameras. 
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2.2 Equality Profile 
Who is affected by the policy or proposal?  What is the makeup (%) of the affected group?  
Please provide a statistical profile.  Could you improve how you gather Section 75 
information?  Are there any issues or problems?  For example, a lower uptake that needs to 
be addressed or greater involvement of a particular group?  If the policy affects both staff and 
service users, please provide information on both.  If not, merge the 2 columns. 

 
Category 

 

Service Users, etc. 
Census Information 2021 

WHSCT 

WHSCT Staffing Info  
as @ Sept 2024:  

14,905 staff 

Gender 

 

Male: 149,055 
Female: 152,563 

Female:      11,808 
Male             3097 

Age 

 

 

0 -15       16-24      25-44      45-64      65-74    75+    
21.17%   10.34%   24.95%   26.51%   9.74%     7.30% 
63,854    31,181    75,214    79,970    29,392     22,006 
 

16-24 1046 
25-34 3116 
35-44 3755 
45-54 3488 
55-64 2820 
65+ 680 
 

Religion Catholic - 194,050 
Presbyterian Church of Ireland 26,996 
Church of Ireland – 34,802 
Methodist Church of Ireland – 4,540 
Other Religions – 2,388 
No Religion – 25,107 
Religion not stated – 4,860 
 

Protestant             3252 
Roman Catholic 8364 
Not Determined/Not Known
                        3289 

Political 

Opinion 

Not collected Broadly Unionist 954 
Broadly Nationalist 2178 
Other                        1674 
Do not wish to answer/not 
known                        10099 

Marital 

Status 

 

Single           Married            Other 
30.74%         35.50%            12.60% 
92,708          107,063            37,991 
 

Married 7874 
Single   5576 
Other             1455 

Dependent 

Status 

 

Households with dependent children 
24.48% 
38,219 
 

Yes            3080 

No              4491 

Not Known 7334 

Disability 

 

 

Household with one or more persons with a limiting long 
term illness 
43,479 
44.63% 
 

Yes             440 
No             9491 
Not Known 4974 
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Ethnicity 

 

 

Arab       - 0.05% -  158        
Asian Other – 0.11% -  326 
Black African – 0.12% -  370 
Irish Traveller – 0.17% -  527 
Roma – 0.01% -  43             
Pakistani – 0.05% -  156 
Filipino – 0.14% -  415         
Mixed Ethnic Group– 0.51% 
Chinese – 0.21% -  640       
White – 98.09% -  295,860 
Indian – 0.35%  -  1,041      
Other Ethnicities – 0.12% 
Black Other – 0.06%   
 

Bangladeshi           16 
Black African           64 
Black Caribbean 3 
Black Other             1 
Chinese           11 
Filipino                       68 
Indian                     221 
Irish Traveller            4 
Mixed Ethnic Group  26 
Not assigned        3114 
Other                        82 
Pakistani            36 
White                  11259 

Sexual 

Orientation 

 

Heterosexual – 91.2%          LGBTQ+  - 1.6% 
Not stated – 7.2% 

Opposite sex 8814 
Same sex 186 
Same and Opposite sex
               53 
Do not wish to answer/not 
known               5852 
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2.3 Assessing Needs/Issues/Adverse Impacts, etc. 
What are consequences of the policy/proposal on Users/Carers and staff?  What are the 
different needs, issues and concerns of each of the equality groups?  Are there any adverse 
impacts?  If the policy affects both staff and service users, please specify issues for both.  If 
not, merge the 2 columns.  Please state the source of your information, e.g. colleagues, 
consultations, research, user feedback, etc. 
 

 Needs and Experiences 
 

Equality 
Group 

Service Users, etc. 
 

Staff 

Gender No identified Issues 
 

No identified Issues 

 

Age Young people, as there is a school 
accessible through one of the Sites 
(Gransha Site). 
Contact was made with the school to 
advice of the increase of the 
cameras being stalled on the 
Gransha site and discuss any 
concerns. The college fully support 
the project. 

No identified Issues 
 

Religion 
 

No identified Issues 
 

No identified Issues 

Political 
Opinion 

No identified Issues 
 
 

No identified Issues 

Marital Status No identified Issues 
 

No identified Issues 

Dependent 
Status 

No identified Issues 
 

No identified Issues 
 

Disability 
 

Visually impaired people may have 
issues reading the signage or 
Western Trusts CCTV Policy- the 
Trusts CCTV Policy will be available 
in different format for those with 
disabilities and interpreters are 
available as per Trust policy. 

The Trusts CCTV Policy will be 
available in different format for those 
with disabilities and interpreters are 
available as per Trust policy. 

Ethnicity 
 

Western Trusts CCTV Policy is 
available in different languages and 
interpreters are available as per 
Trust policy. 

Western Trusts CCTV Policy is 
available in different languages as per 
Trust policy 

Other Issues: 
Privacy due 
to additional 
camera’s 

With additional camera’s our clients 
who live on site may have concerns 
around privacy- The cameras are in 
place as a safe guarding measure as 
these clients are very vulnerable, the 
cameras are only located so we 
could locate absconded patients or 
view anti-social behaviour on sites. 
 

The location of these camera’s will 
have no impact on staff privacy but 
provide additional security to them 
when leaving their facility and going to 
their car etc. 
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2.4 Multiple Identities:  
When considering this policy/proposal, are there any additional issues relating to people with 
multiple identities?  For example: older women, disabled minority ethnic people, young 
Protestant men, disabled people who are gay, lesbian or bisexual. 

 

 
n/a 
 

 
2.5 Making Changes: Promoting Equality of Opportunity/Minimising Adverse Impacts 
Based on the equality issues you identified in 2.2, 2.3 and 2.4, what do you currently do that 
meets those needs?  What additional changes do you intend to make that will improve how 
you promote equality of opportunity or minimise adverse impacts? 

 
Equality 
Group 

Actions that promote equality of opportunity or minimise 
(mitigate) adverse impacts 

Age 
Service User 
 

Young people, as there is a school accessible through one of the Sites 
(Gransha Site) 
Contact was made with the school to advice of the increase of the cameras 
being stalled on the Gransha site and discuss any concerns. The college 
fully support the project. 

Disability 
Service Users 
 

Visually impaired people may have issues reading the signage or Western 
Trusts CCTV Policy- the Trusts CCTV Policy will be available in different 
format for those with disabilities and interpreters are available as per Trust 
policy. 

Disability 
Staff 

The Trusts CCTV Policy will be available in different format for those with 
disabilities and interpreters are available as per Trust policy. 

Ethnicity 
Service Users 

Western Trusts CCTV Policy is available in different languages and 
interpreters are available as per Trust policy. 

Ethnicity 
Staff 

Western Trusts CCTV Policy is available in different languages as per Trust 
policy 

Other Issues: 
Privacy due to 
additional 
camera’s 
Service Users 

With additional camera’s our clients who live on site may have concerns 
around privacy- The cameras are in place as a safe guarding measure as 
these clients are very vulnerable, the cameras are only located so we could 
locate absconded patients or view anti-social behaviour on sites. 
 

Other Issues: 
Privacy due to 
additional 
camera’s Staff 

The location of these camera’s will have no impact on staff privacy but 
provide additional security to them when leaving their facility and going to 
their car etc. 

 



     1 April 2019 

 10 

 
2.6 Good Relations 
Does the policy/proposal have any impact/consequences for Good Relations? What changes 
to the policy or proposal or what additional measures could you suggest to ensure that it 
promotes good relations (if any)?  (Refer to Guidance Notes for guidance on impact). 

 
Group Impact/Consequences Suggestions 

Religion  
N/A 
 
 

 
N/A 

Political Opinion  
N/A 
 
 

 
N/A 

Ethnicity  
N/A 
 
 

 
N/A 

 
(3) CONSIDERATION OF DISABILITY DUTIES 

 
How does the policy/proposal encourage disabled people to participate in public life 
and promote positive attitudes towards disabled people? 

It is anticipated that the increase in CCTV will make people feel safer and deter people from 
anti-social behaviour, used to investigate incidents of crime and used as evidence in legal 
proceedings. 
 
The Trust is committed to ensuring equality of opportunity for all service users and staff in 
terms of disability and complies with all relevant Disability legislation, including the Disability 
Discrimination Act 1995 and the United Nations Convention on the Rights of People with 
Disabilities.  
 
The Trust Disability Action Plan 2024 – 2029 promotes these two duties.  Additionally the 
Trust has policies, procedures and strategies in place aimed at encouraging disabled people 
to participate in public life and promote positive attitudes towards disabled people. 
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(4) CONSIDERATION OF HUMAN RIGHTS 
 
4.1 Does the policy or proposal adversely affect anyone’s Human Rights? 

Complete for each of the Articles. 

 

Article  
 

Positive 
Impact 

Negativ
e 
Impact - 
human 
right 
interfered 
with or 
restricted 

Neutral 
Impact 

Article 2 – Right to life 
 

  √ 

Article 3 – Right to freedom from torture, 
inhuman or degrading treatment or punishment 

  √ 

Article 4 – Right to freedom from slavery, 
servitude & forced or compulsory labour 

  √ 

Article 5 – Right to liberty & security of person 
 

√   

Article 6 – Right to a fair & public trial within a 
reasonable time 

  √ 

Article 7 – Right to freedom from retrospective 
criminal law & no punishment without law 

  √ 

Article 8 – Right to respect for private & family 
life, home and correspondence. 

√   

Article 9 – Right to freedom of thought, 
conscience & religion 

  √ 

Article 10 – Right to freedom of expression   √ 

Article 11 – Right to freedom of assembly & 
association 

  √ 

Article 12 – Right to marry & found a family 
 

  √ 

Article 14 – Prohibition of discrimination in the 
enjoyment of the convention rights 

  √ 

1st protocol Article 1 – Right to a peaceful 
enjoyment of possessions & protection of 
property 

√   

1st protocol Article 2 – Right of access to 
education 

  √ 

 
 
If you have answered either ‘Positive Impact’ or ‘Neutral Impact’ to all of 
the above, please move on to Section 5. 
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4.2 If you have identified any potential negative impacts to any of the articles, please 
complete the following table.   

 

Article 
Number 

What is the negative impact 
and who does it impact 
upon? 

What do you intend to do 
to address this? 

Does this raise 
any further 

legal issues?* 
Yes/No 

 
 
 

   

 
 
 

 
 
 
 
 
 

  

 

*It is important to speak to your line manager on this and if necessary seek legal 

opinion to clarify this.  
 
4.3 Outline any further actions which could be taken to promote or raise awareness of 

human rights or, to ensure compliance with the legislation in relation to the policy 
or proposal. 

 
There will be signage on sites advising of CCTV in operation and directing service users to 
further details available from the Trust and Trust contact details. 
 
The Trust has a CCTV Policy which Is reviewed every two years or following a change to 
legislation or procedure. This is available on the Trust website and intranet and is available in 
alternative formats on request. 
 
The Policy states; 

 The purpose of CCTV on Trust facilities 

 Locations of  Camera’s 

 Quality of Images 

 Processing and disclosure of Data- clear robust guidance on who can access data and      
ensuring that they request is within the parameters set out by Data Protection Policy 
1998/General Data Protection Regulations (GDPR), details on who can request data 
and who must authorise it.  

 Retention in line with Information Commissioner’s Office (ICO) guidance. 
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(5) SHOULD THE POLICY OR PROPOSAL BE SUBJECT TO A FULL EQUALITY 
IMPACT ASSESSMENT? 

A full Equality Impact Assessment (EQIA) is usually confined to those policies or decisions 
considered to have major implications for equality of opportunity.  Base your decision on 
information from sections 2.2, 2.3, 2.4 and 2.5.  

How would you categorise the impacts 
of this proposal or policy? (refer to 
Guidance Notes for guidance on impact) 

 
Please tick: 

GREEN: No impact √ 

AMBER: Minor impact  

RED: Major impact  

Do you consider that this policy or  
decision needs to be subjected to a full 
Equality Impact Assessment? 
 
Please tick: 

Yes  

No √ 

Please give reasons for your decision.  (See Guidance Notes, page 28, for sample 
paragraph). 

It is anticipated that the increase in CCTV cameras will have a positive impact by: 

 By providing a safer and secure environment for staff, patients and visitors 

 By protecting Western Trust property, staff , patients and visitors 

 By providing CCTV footage to assist with investigation of crime and anti-social 
behaviour 

 By Providing live and stored footage to be used to help locate absconded 
patients 

 By providing footage for disciplinary investigation within the Trust 
 
Support Services is responsible for the management of the CCTV system and access for 
the system is restricted to the Support Services senior management team for downloading 
and portering team and Police Service of Northern Ireland (PSNI) for urgent viewing for 
missing patients or major incidents.  
 
The Trusts CCTV Policy is updated every two year or if there has been a change in 
legislation or procedures that we need the policy to reflect.  
 
This Policy, once approved by the Trust Corporate Team, will be uploaded to the Trust 
website and Intranet for people to access. 
 
 
 
 

 NOTE: Equality and Human Rights Statement: The change that this screening relates 
to MUST include the above paragraph.  In addition, this paragraph should be used in the 
briefing note to Trust Board and will also be included in the Trust’s Equality Screening 
Report. Standard Operating procedures for requesting of CCTV and required 
authorisation is detailed in the CCTV policy and copies of all requests are logged on 
sharepoint and are reviewed by the Support Services Managers. 
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(6) EQUALITY AND HUMAN RIGHTS MONITORING 
 

What data will you collect in the future in order to monitor the effect of the policy or 
proposal, on any of the equality groups, for equality of opportunity and good relations, 
disability duties and human rights? 

Serious Adverse Incidents Data- We will continue to review all recommendations from 
investigations of security incidents 

 
Datix Incidents- Security incidents will be reviewed at the following working groups with the 
Trust 

 
- Site Security on each site 
- Site Management Reference  
- Management of Violence and Aggression  
 
PSNI feedback- The Trust will continue to engage regularly with the PSNI in relation to 
security.  

 
The Trusts CCTV is reviewed every two years, unless there is any legislation or operational 
changes that we need to update before then. The Policy is reviewed by the Support Services 
Managers and Information Governance manager. 

 
 
Approved Lead Officer: Sonia Gormley 

  
Position: Head of Support Service 

  
Policy/Proposal Screened By: Joanne Quinn- Assistant Director Of FM 

  
Date: 17/09/24 

 

 
Quality Assurance: Please send the final draft for quality assurance to the Equality and Human 
Rights Unit, Tyrone and Fermanagh Hospital, Omagh, BT79 0NS or email: 
equality.admin@westerntrust.hscni.net.  Quality Assurance can take up to three weeks. 
 
Directorate SMT Approval: The completed Equality Screening Form MUST be presented along 
with the policy/proposal to your Directorate SMT for approval. 
 
Quarterly Equality Screening Reports: When final Trust approval is received, ensure that you 
send the completed screening form and associated policy/proposal, etc. to the Equality and 
Human Rights Unit, for inclusion in the WHSCT’s quarterly equality screening reports.  As a public 
document, the screening form will be available for downloading on both the Trust’s website and 
intranet site.   
 
 

 
 

 

mailto:equality.admin@westerntrust.hscni.net
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1.0 Introduction 

 
This document sets out the appropriate actions and procedures which must be followed to comply 
with Data Protection legislation in respect of the use of CCTV (closed circuit television) 
surveillance systems operated and managed by the WHSCT. 
 
In drawing up this policy, account has been taken of the following: - 
 

 The Data Protection Act 2018 / General Data Protection Regulation (GDPR); 

 

 Freedom of Information Act 2000 

 

 In the picture: A data protection code of practice for surveillance cameras and personal 

information produced by the Information Commissioners Office (Version 1: 15/10/2014);  

 

 The Human Rights Act 1998; 

 

 The Protection of Freedoms Act 2012 

 

 Deprivation of Liberty Safeguards DOLS – Interim Guidance October 2010  

 

 Code of Practice on Protecting the Confidentiality of Service User Information” (v2.0 2012) 

 

 Trust Fraud Policy Statement 2018 

 
 
The EU General Data Protection Regulation (GDPR) came into force on 25th May 2018.  The 

GDPR forms part of the data protection regime in the UK, together with the new Data Protection 

Act 2018 (DPA 2018). The main provisions of the new Act apply, like the GDPR, from 25 May 

2018. 

The new legislation replaces but also builds upon the previous UK Data Protection legislation 
(Data Protection Act 1998).  It contains broadly similar definitions and principles as in the previous 
Act.  There are 6 main principles in the new Data Protection legislation, as follows:  
 

A. lawfulness, fairness and transparency 

B. Purpose limitation  

C. data minimisation 

D. accuracy 

E. storage limitation 

F. integrity and confidentiality 

 
A 7th overarching principle of ‘accountability’ introduces a requirement to demonstrate how we are 
complying with the legislation. In accordance with Article 5(2) of the GDPR the Trust shall be 
responsible for, and through its policies, procedures and protocols will demonstrate compliance 
with the Data Protection Principles listed above (Accountability).  



 

19 
 

2.0 Scope  

 
This policy will apply to all current, and past employees of the Western Health and Social Care 
Trust (WHSCT), persons acting as Agents of the WHSCT, individuals or Bodies acting as 
providers of services on behalf of the WHSCT, tenants occupying WHSCT managed facilities and 
all other persons and visitors whose image may be captured by the systems operated and 
managed by the WHSCT and who can be clearly identified from that image. 
 
The policy will also apply to premises rented by the Western Health and Social Care Trust. In 
circumstances where the landlord operates a CCTV system, the landlord will act the data 
controller. Under these circumstances it is the landlord’s responsibility to comply with the Data 
Protection Act in relation to storage and disclosure of images. 
 

3.0 Policy Statement  

 
The Chief Executive is legally responsible for all WHSCT CCTV systems and for the uses that 
they are employed.  In operational terms, the Performance and Services Improvement Directorate 
(Support Services Department) will have day-to-day responsibility for ensuring compliance with the 

requirements of this policy, and all relevant legislation. 
 

3.1  Defining the Purpose for the use of CCTV 

 
The purposes are decided and agreed by the Trust who, as the data controller for the personal 
information, uses the cameras to ensure the safety of its staff, the patients/service users who 
access its services and the general public who access the buildings (for which it has occupier 
liability for) and grounds. Therefore the purposes of the CCTV system are: 

 
 Prevention and Detection of Crime and Disorder; 

 

 Apprehension and Prosecution of Offenders (this may on occasion include the use of 

images as evidence in criminal/civil proceedings); 

 

 Protection of Patient, Staff and Public Health and Safety; 

 

 Protection of Public Health 

 

 Protection of Patient, Staff and Public property 

 

 Investigation of matters relating to Disciplinary Proceedings 

 

 Protection of Assets  

 

 Investigation of Incidents/Serious Adverse Incidents  

 
The purposes above identify the main reasons that the WHSCT operates a passive CCTV system 
at its primary facilities. Any use of a CCTV system, or any proposed use of images captured by a 
CCTV system, for a purpose or purposes other than those set out above must be discussed and 
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agreed through the Information Governance Steering Group (IGSG). The purposes are decided 
and agreed by the Trust who, as the data controller for the personal information, uses the cameras 
to ensure the safety of its staff, the patients/service users who access its services and the general 
public who access the buildings and grounds.    

 
Prior to the installation of CCTV cameras on WHSCT premises checks must be undertaken to 
ensure the installation complies with this policy, the requirements of data protection legislation and 
all relevant legislation.  All proposals to install new CCTV systems, add to or upgrade existing 
systems or to reposition existing cameras should be completed in consultation with Support 
Services and Estates Services departments within Facilities Management.   
 

4.0 Location of Cameras 

 
It is critical that the location of cameras is carefully considered. The physical location that is 
captured by the cameras images, and the potential for capturing images of individuals, and the 
type of individuals that it is set to capture, will be a major driver in justifying the location and 
determining the extent of the cameras coverage.  Each of these factors must comply with at least 
one of the purposes listed at 3.1 and importantly, comply with the data protection principles and 
other relevant legislation. If a purpose (use) is proposed that is not clearly listed at 3.1, the 
proposed use must be authorised by the Information Governance Steering Group (IGSG) 

 
All cameras should be located in prominent positions within clear Public and Staff view, to both act 
as a visual deterrent and as a visual prompt for those entering the area that is covered by the 
camera. 
 
Signs must, by law, be erected at all entrance points to WHSCT facilities and on the perimeter of 
each physical area being captured by CCTV systems informing individuals that they are about to 
enter an area covered by CCTV. Additionally, the internal cameras within WHSCT facilities should 
have signs erected within the premises advising Staff, Visitors and Tenants that they are in an 
area that is covered by a passive CCTV system.  These signs must be clearly visible, the 
message must be clear, there must be a purpose/s provided for the recording (see 3.1) and the 
organisations name (the Data Controller) and a contact person must be listed.  
 
Prior to the approved upgrading of existing CCTV systems or installation of a new CCTV system 
appendix 1 needs to be completed and authorised. Support Services, estates and IT need to be 
involved. Support Services/Estates/ICT staff will approve and facilitate the installation of all 
necessary software and hardware onto the HSC network, in line with the WHSCT ICT Security 
Policy, to enable the recording, storage, retrieval and automatic deletion of images that are older 
than the limit set by the Retention and Disposal Schedule (See Section 4.0, page 10). 

 

 

 
 

4.1 Quality of the Images  

 
It is essential that the images produced by the equipment are as clear as possible, to ensure that 
they are effective for the purpose(s) for which they are intended. For example, if the purpose is 
‘apprehension and detection of offenders’, then the quality should be such that allows individuals 
to be identified from the captured image. 
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All camera installations and service contracts should be undertaken by approved security 
companies. Upon installation all equipment is to be tested to ensure that only the approved 
predetermined areas are monitored and that the images are of sufficient quality, and available for 
viewing in live and play back mode. All CCTV cameras and equipment should be serviced and 
maintained on a regular basis.  
 
Regular checks must be undertaken to ensure time and date metadata captured by the WHSCT 
CCTV systems is correct. This is critical in the event that an incident is either time sensitive or date 
specific, and will add weight to the image in the event that the image is used as evidence by either 
the WHSCT or others.  
 

4.2 Processing of Images 

 
Data Protection legislation requires that personal identifiable information, held in all formats 
(including images), is processed in accordance with the rights of individuals, including the right of 
access; and is processed in accordance with GDPR principles to ensure that data is: 
 

 The purpose of the processing is clearly defined by the Trust 

 Collected only for a specified, explicit and legitimate purposes and not further processed in 

a manner that is incompatible with those purposes (Purpose limitation)  

 Adequate, relevant and limited to what is necessary in relation to the purposes for which 

they are processed - (data minimisation)  

 Accurate and, where necessary, kept up to date; every reasonable step must be taken to 

ensure that personal data that are inaccurate, having regard to the purposes for which they 

are processed, are erased or rectified without delay – (Accuracy)  

 Processed in a manner that ensures appropriate security of the personal data, including 

protection against unauthorised or unlawful processing and against accidental loss, 

destruction or damage, using appropriate technical or organisational measures - (Integrity 

and Confidentiality)  

 
 
The ‘purpose’ of the WHSCT’s use of CCTV equipment to record digital images is set out in 
section 3.1 of this policy. 
 
While images are being retained, it is essential that their integrity be maintained, whether it is to 
ensure their evidential value or to protect the rights of individuals whose image may have been 
recorded. . It is therefore critical that access to and the security of CCTV images is strictly 
controlled to ensure compliance with data protection requirements.   This will be monitored on a 
regular basis by the Support Services Manager.  
 
Access to images recorded on a WHSCT CCTV system will be granted by the Support Services 
Manager or designated deputy. No viewing of live feed images captured by a CCTV system is 
permitted other than for those staff tasked with monitoring live feed monitors. Any access to 
WHSCT systems which contains personal information is restricted. CCTV systems should be seen 
as a system that holds personal information about employees, members of the public, visitors and 
tenants and will be protected accordingly.  
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All images will be recorded on a digital format, (where existing equipment permits) and stored on 
secure WHSCT servers or dedicated server space, taking advantage of existing HSC ICT security 
mechanisms (see ICT Security Policy). All live feed monitors located within the WHSCT’s facilities 
should be positioned so as to prevent unauthorised viewing by any person other than those tasked 
with that particular role.  
 

4.3 Access to and Disclosure of Images to third parties 

 
Requests for Third Party Information 
 
Access and disclosure of images is permitted only if it supports the purpose of this policy and is in 
line with the provisions of data protection legislation or other relevant legislation, some of which 
are listed at section 1.1.  The Trust’s CCTV system only holds data for 28 days before it is 
automatically deleted. Therefore must be made within the 28 days to ensure the relevant footage 
is secured. Due to the limitations of the systems, a maximum of 24 hours of footage can be saved 
for each request and where possible requestor should specify a time period. 
 
The Trust does not have the technical ability within its CCTV systems to redact third party 
information so, as data controller, the Trust must balance all releases of third party information 
with the data protection rights of the third parties, as described in legislation.  
 
All internal requests for access to images must be made using request form at Appendix 2. 
 
All staff, patients, service users and the public can make a separate request for CCTV footage 
(when it involves recording of their person) via a Subject Access Request (see section 4.4). 
 
Only persons trained in the use of the CCTV equipment and who have appropriate authorisation 
may access or view any captured data. 
 
Third Party Images Required for Legal Proceedings 

 
Where information is connected with a possible offence, the PSNI should be contacted in the first 
instance, who will advise and/or may request the relevant footage. Where the Trust receives any 
request for information connected to legal proceedings or prospective proceedings, it must assure 
itself that the release of this information will be used for this purpose. Therefore all requests 
connected to legal action or proceedings must be made via a solicitor’s letter or by an Order of 
Court.  
 
Internal Disciplinary Proceedings 
 
In line with the Trust’s conditions of employment, images may be used for WHSCT disciplinary 
proceedings and a digital recording of these will be made by nominated Support Services Staff 
acting at the direction of the Support Services Manager or deputy.   
 
Statutory Disclosures or Disclosures Required by Legislation (other than data protection) 
 
Where images are requested though a legislative requirement (other than data protection and the 
circumstances above), this must be put in writing to Support Services, detailing the relevant 
legislation and the relevant section/article which permits disclosure or provides an exemption from 
data protection legislation. 
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Forensic Admissibility of Images  
 
It is critical that access to and disclosure of the images recorded, by CCTV and similar monitoring 
equipment is restricted and carefully controlled. This will ensure that the rights of individuals are 
protected and preserved, but also ensure that the continuity of the evidence trail remains intact 
should images be required for evidential purposes e.g. A Police enquiry or an investigation being 
undertaken as part of the WHSCT’s disciplinary procedure.  
 
Access to the medium on which the images are displayed and recorded is restricted to WHSCT 
staff and third parties as detailed in the scope of the policy at section 2.0.   Accessing images for 
any other purpose not listed at 3.0 is not permitted unless prior approval has been sought and 
granted from the Director or Assistant Director of Performance Service Improvement. 
 
Requests from PSNI and Regulatory/Investigatory Bodies 

 
The Police Service of Northern Ireland (PSNI) may request CCTV footage from the Trust to 
investigate crime, whilst regulatory bodies may request footage to review or investigate an 
incident.   
 
PSNI Requests 
 
When requesting information held by the Trust, the PSNI will usually complete a Form 81 (which 
outlines the legal basis for the request). However, the Trust appreciates this may hinder a police 
investigation and it may be necessary to retrieve the CCTV footage immediately. For that reason, 
the PSNI can request CCTV footage by directly contacting the Support Services Department and 
the release will reviewed and approved by a Support Services Manager. In the first instance the 
PSNI will be offered to view the footage and receive a copy, if required. To protect against a 
fraudulent request, the requesting PSNI officer, should provide and a Crime Reference number (at 
the time of the request) and photographic identification (when collecting or prior to viewing the 
footage).   
Investigatory Bodies/Regulators 
 
When requesting footage, a regulatory/investigatory body is required to provide justification to the 
WHSCT before access to CCTV images will be provided. All regulatory/investigatory bodies 
should detail the relevant legislation and the relevant section/article which permits disclosure or 
provides an exemption from data protection legislation. When satisfied of the legal basis the 
Support Services Manager will approve and will decide to facilitate a viewing of the records or a 
release a copy of the footage.  
 

4.4 Access to Images by Individuals (Subject Access Requests 
under GDPR)  

 
Applicants requesting access to their recorded image from a WHSCT CCTV system, have the 
right to do as a right of Subject Access under data protection legislation.  All requests for access to 
personal information held on a CCTV system will be processed through the Information 
Governance Department.  Once applications (Appendix 3) have been validated, Support Services 
Staff will be tasked with retrieving the electronic data and copying this on to removable media such 
as a CD. Consideration will need to be given to only providing images relating to the incident in 
question and the rights of third party not connected to the incident.  All third party data, in this 
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case, images of other persons captured by the CCTV equipment, will be irreversibly removed from 
the copy released to the subject where it is technically feasible.  The Trust recognises that not to 
do so may be in breach of the third parties rights as afforded by one or more of those pieces of 
legislation and codes of practice listed at section 1.1.  
 
Requests will be considered and processed in line with Subject Access requirements under Data 
Protection legislation. This will require approval to release provided by the relevant service 
manager or senior officer authorised to approve release of the images.   
 
When approved for release, in most cases the Trust will provide the requestor with the information 
within one month of receipt of the request.  If a request for access is refused, then a written 
response detailing the reasons why the request has been refused will be sent to the requestor, 
again, no later than 1 month from receipt of the request. 
 
Note: Once an application has been approved by the WHSCT and images have been released to 
an applicant, the WHSCT is no longer responsible for any further purpose that those images may 
be used for. The requestor must ensure the information is held securely and in line with data 
protection requirements and securely destroyed when no longer required.  
 

4.5 Covert Surveillance 
 
On occasions, the Trust will need to deploy the use of covert surveillance equipment to detect 
cases of fraud, abuse and theft from Trust premises. This will only occur in exceptional 
circumstances, when all other detection options have been explored.  A Data Protection Impact 
Assessment (DPIA) is required and signed off by the Service Lead and forwarded to the Data 
Protection Officer, Information Governance Department. Any decision will have the method and 
timeframe agreed by a senior manager and with the authorisation of the Chief Executive.  
 
Where appropriate, the PSNI, Human Resources and Information Governance Department may 
be involved in the decision-making process in relation to the deployment of covert surveillance. 
The use of covert surveillance will be the exception rather than the rule.  
 
The Trust has powers to use covert surveillance under the Regulation of Investigatory Powers Act 
2000 (RIPA). However this policy does not deal with the use of RIPA in the context of CCTV within 
the Trust and any proposed use of RIPA should be formally made to the Chief Executive. 
  
Covert surveillance is monitoring conducted in a way which ensures the individuals concerned 
(data subjects) are unaware that it is taking place. As this raises issues around privacy, there 
should be clear grounds for suspecting criminal activity or equivalent malpractice and that notifying 
individuals about the monitoring would prejudice or impact on the validity its use. All decisions 
around the use of covert surveillance must be formally recorded. 
 
Any covert surveillance will be strictly targeted at obtaining evidence within a set timeframe to 
ensure the monitoring does not continue after the investigation is complete. 
 
Access to images recorded on the Covert surveillance system will be agreed with the Chief 
Executive or designated deputy.  
 
Privacy considerations 
 

file:///C:/Users/maire.walker/AppData/Local/ighub/Data%20Protection%20Impact%20Assessments/Forms/AllItems.aspx
file:///C:/Users/maire.walker/AppData/Local/ighub/Data%20Protection%20Impact%20Assessments/Forms/AllItems.aspx
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Consideration should be given to the use of covert surveillance in areas which data subjects would 
genuinely and reasonably expect to be private (toilets, changing rooms etc). It is acknowledged 
that this type of surveillance will capture images of individuals not involved in the suspected 
activity and these recordings will be treated confidentially and securely disposed of, on completion 
of the exercise This ensures information obtained through covert surveillance is used only for the 
purpose of detecting crime or where is there a likelihood of substantial and detrimental impact 
upon patient safety.  
 
Information collected in the course of monitoring will only be used further if it reveals information 
that the Trust could not reasonably be expected to ignore, such as criminality or a patient safety 
concern. 
 
The retention period of any recording will be subject to the regional disposal schedule, Good 
Management, Good Records. 
 
Any decision on the use of covert surveillance may also require consultation with Corporate 
Support Services, the Governance Department and the Information Governance Department. 
 
Proportionality and Necessity 
 
Within data protection legislation, any decision on the processing of personal data must be 
proportionate to the rights and expectation of the data subject and be necessary for a specific 
purpose. It is important to consider and record both in any deliberations on when to use covert 
surveillance. As such, a Data Protection Impact Assessment must be completed and a Template 
DPIA is available on the IG Hub, StaffWest.  
 
When considering a covert recording device, a decision must be made on whether it is 
proportionate and necessary to use both audio and video recording. A default position would be to 
use only one or the other and any decision to use both must be justifiable and explained clearly 
within an email or corporate record, detailing the decision. Again this decision must be agreed by 
the key senior staff involved in the process.  
 
Data Sharing 
 
In situations where data has been approved and recorded by the Trust, it can be shared with the 
following bodies/organisations, without consent from the data subjects: 
 
• Police Service for Northern Ireland (for the purpose prevention/detection of crime) 
• Any UK police service/authority (for the purpose of prevention/detection of crime) 
• Departmental Legal Services (for the purpose of seeking Legal Advice 
• Professional Medical or Social care bodies eg NISCC, GMC, NMC (for the purpose of 

ensure patient and public safety) 
• Governmental Anti-Fraud bodies (for the purpose prevention/detection of crime or fraud) 
• NI Ombudsman’s Office (for the purpose of maladministration or misconduct in public office) 
• The Department of Health (for the purpose of ensure patient and public safety; or where 

there is a theft or misuse of a controlled drug or substance) 
 
This list is not exhaustive and may include other relevant organisations, connected to the 
investigation. For clarity any additional organisation not on the above list will require approval from 
the Information Governance Department.  
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Evidence and Next steps 
 
Inappropriate conduct is considered to be gross misconduct and as such will breach the 
employment contract provisions and professional guidelines/registration (if the staff member is a 
registered health/social care professional). The findings from the CCTV will be brought to the 
relevant Director to decide (in conjunction with senior colleagues as required) whether to instigate 
the formal disciplinary procedure and commence an investigation. In line with the Trust’s 
Disciplinary Procedure, other Directors may be consulted and consideration will be given to 
whether it is appropriate to notify and engage the police, the Department of Health NI and 
regulatory bodies.  
The Director will then make a recommendation to the Trust’s Chief Executive on the necessary 
action for the Trust to take. The Chief Executive will choose to formally approve the 
recommendation and this will be recorded, accordingly. 
 

 

 

4.6  Retention and Disposal of Images  
 
Data Protection legislation requires that information held in a form which permits identification of 
data subjects is kept for no longer than is necessary for the purposes for which the personal data 
are processed; (Storage Limitation)  
 
In its CCTV Code of Practice, the ICO further states that organisations should ensure that data is 
retained for the minimum time necessary for its purpose and disposed of appropriately when no 
longer required. 
 
The Trust complies with Department of Health (DoH) guidelines on the retention and disposal of 
records.  DoH Good Management Good Records guidance states that Close Circuit TV images 
must be kept for 28 days and then permanently erased unless required for evidential purposes 
e.g. potential legal claims from slips/falls, assaults on staff/visitors etc.  
 
All images captured by WHSCT operated CCTV systems will be disposed of after 28 days unless 
there is a statutory or legal requirement to retain for longer than the normal retention period.  In the 
event that images are required for evidential purposes or if they are the subject of a Freedom of 
Information request or Subject Access Request under Data Protection legislation a copy of the 
image will be taken and held securely.  This will be accessed only by authorised officers until 
approved for release. 
 

4.7 Tenants within Western Health and Social Care Trusts Property 

 
The WHSCT operates CCTV systems within locations as outlined in Appendix 5 for one or more of 
the purposes listed at section 3.1 to the benefit of both WHSCT staff and tenants located within 
these facilities. Where a legitimate need arises for a tenant/occupier to access images captured by 
one or more of these CCTV systems, the WHSCT Support Services Department will, facilitate 
access to any relevant images to the requesting bodies provided they meet the proposals of one 
or more of the purpose listed at section 3.1.   It should be noted that as Data Controller, the 
WHSCT needs to be assured by the requesting organisation or agency, that the request is 
legitimate and complies with all relevant legislation, policies and procedures operating within the 
WHSCT.   
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5.0   Interaction with other Trust Policies  

 
This policy should be read in conjunction with the WHSCT Data Protection and Confidentiality 
Policy, Freedom of Information procedures, ICT Security Policies and relevant operational 
procedures 
 
It should be noted that images captured on CCTV systems that do not identify individuals, may not 
be subject to the provisions of the Data Protection Act 2018 / GDPR.  However, these images may 
still be requested and released by virtue of the provisions of the Freedom of Information Act 2000.  

 

6.0 Roles and Responsibilities 
As stated in Section 3 Policy Statement the Directorate of Performance and Service Improvement 
has operational responsibility to ensure compliance with the requirements of this policy and all 
relevant legislation  
 

 The Support Services Department has day to day responsibility for ensuring the WHSCT is 

compliant in respect of all applicable legislation and relevant Codes of Practice   Support 

Service Managers report directly to the Head of Support Services in relation to compliance 

with the policy. 

 

 Support Service Managers or designated deputy has the following responsibilities. 

 
- Conduct an annual review of CCTV systems and usage. 

- Ensure that CCTV images are being stored securely and handled in accordance with 

this policy and relevant legislation and the ICO ‘CCTV’ Code of Practice. 

- Ensure that images are retained in line with DoH Retention and Disposal guidelines 

(GMGR), and that this electronic record is managed as any sensitive personal record 

would be within the WHSCT. 

- Ensure that images are disposed of in a secure and irreversible manner. 

- Ensure access protocols are in place and are being followed at each WHSCT site. 

- Ensure that viewing and disclosure of images is in line with WHSCT policy and legal 

obligations. 

- Ensure that staff using or maintaining the CCTV systems are sufficiently trained and 

aware of their obligations under the Data Protection Act and their Contract of 

Employment. 

- Ensure that each system is regularly maintained and identify if system upgrades are 

necessary. 

- Ensure that each passive CCTV system has adequate signage advising members of the 

public and staff that they are being monitored. 

 

 All Trust Staff are legally bound by data protection and associated legislation, a common 

law duty of confidentiality and their Contract of Employment to protect personal information 

in their care or charge. This policy sets out to protect personal information in electronic 

format, gathered by the legitimate monitoring of CCTV systems at WHSCT locations. 
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7.0 Documentation 

 
The Support Services Department will hold copies of all documentation and records relating to the 
CCTV systems securely. 
 

8.0   Screening Statement  
 
This policy supports the right to have personal information protected and only used in specified 
circumstance, which are supported in law. Information captured by these systems will only be 
shared where that sharing is both lawful and reasonable.  This policy also affords a right of access 
to those individuals whose image is captured in line with the individual’s rights under the subject 
access provisions of the General Data Protection Regulation.  This policy also complements Article 
8 of the Human Right Act through its restrictions on the use of images captured. The policy also 
applies equally to all individuals whose images are captured irrespective of what their relationship 

might be with the Trust as Data Controller, whether employee, visitor, tenant or agent. 
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Appendix 1 

Request to install CCTV within a Trust Properties 

PRELIMINARY INFORMATION 

Scheme Description: 

Facility: 

Scheme Objective: 

What is the ‘purpose’ of the WHSCT’s use of CCTV equipment to record digital images is 
for the: 

Prevention and Detection of Crime and Disorder; 
 
Apprehension and Prosecution of Offenders (this may on occasion 
include the use of images as evidence in criminal/civil proceedings); 
 
Protection of Patient, Staff and Public Health and Safety; 
 
Protection of Public Health 
 
Protection of Patient, Staff and Public property 

 
Investigation of matters relating to Disciplinary Proceedings 
 
Protection of Assets 

 
Investigation of Incidents/Serious Adverse Incidents  
 
Other           
 
Details of request 
 

 
   
 
 

The purposes above identify the main reasons that the WHSCT operates a passive 
CCTV system at its primary facilities. Any use of a CCTV system, or any proposed use of 
images captured by a CCTV system, for a purpose or purposes other than those set out 
above must be discussed and agreed through the Information Governance Steering 
Group (IGSG) 
 
Approval by AD Facilities Management-    Date 
 
Approval by IGSG-      Date 
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Originator of Scheme:     Date: 

Name and telephone number of Unit representative to be contacted by Support services and 
estates teams 

 

I CONFIRM THAT THE ABOVE SCHEME IS BEING ACTIVELY CONSIDERATED WITHIN  
  DIRECTORATE AND REQUIRES APPROVAL FROM PSI ASSISTANT 
DIRECTOR, COSTED AND PRIORITIED BY ESTATES. 

SCHEME DIRECTOR     Date:  

 

 

Support Services use only 
 
Is there CCTV already installed?  Yes or No 

If Yes, what is the make and model 

Who will be responsible for viewing and downloading footage? 

Does it comply with CCTV Policy? 
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Appendix 2 

CCTV IMAGES: WESTERN TRUST INTERNAL REQUEST FORM  

Name:…………….…………………………………………………………………… 

Department:  …………………………………………………………………. 

Tel/Email address: …………………………………………………………………… 

Purpose of Request:( 3.1 CCTV Policy) 

 
Prevention and Detection of Crime and Disorder; 

 
Apprehension and Prosecution of Offenders (this may on occasion include the use of 
images as evidence in criminal/civil proceedings); 

 
Protection of Patient, Staff and Public Health and Safety; 

 
Protection of Public Health 

 
Protection of Patient, Staff and Public property 

 
Investigation of matters relating to Disciplinary Proceedings 

 
Protection of Assets 
 
Investigation of Incidents/Serious Adverse Incidents  
 

Details of Request  

………………………………………………………………………………………………… 

………………………………………………………………………………………………… 

………………………………………………………………………………………………… 

Exact location of Camera :……………………………………………………………….. 

…………………………………………………………………………………………………. 

Relevant dates:……………………………………………………………………………... 

Relevant times:……………………………………………………………………………... 

Signed:-------------------------------------------------------------------------------- 

Date:---------------------------------------- 

Please return to: louise.connor@westerntrust.hscni.net 
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Appendix 3 

 
DATA PROTECTION ACT 2018 / GDPR 

 CCTV Images Subject Access Application Form  
 

This form is to be completed when you request information pertaining to you (or a personal 
individual that you have the legal authority to represent) that has been recorded on Close Circuit 
TV by the Western HSC Trust.  This application should be completed by the person whose image 
is recorded or by their appointed personal representative. 
 
Please enclose photographic ID with a recent photograph of yourself / the data subject.   
Please provide below the details of the person the information / image relates to (the data subject): 
 
 
Name ……………………………………………………………………….………  Mr / Mrs / Miss / Ms  
 
Address………………………………………………………………………………………………………  
 
Postcode………………………. Contact Telephone No……………………………………..…..  
 
 
Exact Location of camera………………………………………………………………………………….  
 
Relevant dates………………………………………………………………………………………….….  
 
Relevant Times………………………………………………………………………………………..…..  
 
(please provide further information overleaf to help identify the relevant information) 
______________________________________________________________________________ 
 
 
Data Subject Declaration  
 
I wish to access personal data in the form of images that the Western HSC Trust has recorded on 
its CCTV system.  I understand that the Trust may need to contact me to confirm identity or to 
request more information to find and identify the personal data / image(s) that I have requested. 
 
I understand that CCTV images are only retained by the Trust for 28 days after which they are 
permanently erased unless required for evidential purposes (in line with the Information 
Commissioner’s Code of Practice) 

I understand, in most cases recent photographic ID will be required to allow the Trust to identify 
relevant images. 
 
I understand that applications received without the necessary documents (e.g. ID / consent / legal 
documentation) will not be processed and will be returned 

I understand that access to personal information is provided free of charge; however, the Trust 
reserves the right to charge a fee or to refuse to respond to a request that is manifestly 
unreasonable or excessive.  
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I understand that Data Protection legislation allows the Trust up to 1 month to respond to most 
requests and this may be extended for a further 2 months for complex requests. This time period 
will begin once I provide all the information the Trust needs to find my personal data / the relevant 
images.  
 
I confirm that I am the Data Subject and wish to access information relating to me personally; or  
I am acting as an advocate on the data subject’s behalf and enclose separate written proof of my 
authority to access this personal information.  I also enclose a copy of ID both for myself and ID for 
the data subject. 
 
I confirm that the enclosed photograph is a true likeness of me / the data subject.  
 
I declare that the information given by me is correct to the best of my knowledge and that I am 
entitled to apply for access to the records / information referred to under the terms of Data 
Protection legislation / Access to Health Records (NI) Order 1993 

I understand that the Western Health & Social Care Trust is no longer responsible for the security 
and confidentiality of any Health& Social Care records which have been photocopied and supplied 
to me 

 

Signed……………………………………………………..…...  Date……………………………………. 

 

Please return this form to: WHSCT Information Governance Office, Main Building Tyrone & 
Fermanagh Hospital, 1 Donaghanie Road, Omagh, Co-Tyrone, BT79 0NS  

 Please contact the above address if you would like help completing this form 
 

 

Additional Information 

(for example: further details or description of the data subject and / or the incident that occurred; 
the reason for making this access request; etc..) 
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Internal Trust Use only  

 

 

Date application received: 
_____________________________________________________ 

 

Date additional information received (if applicable): 
_________________________________ 

 

Request processed by:  
_______________________________________________________ 

 

Access provided (copy or view only) and date: 
_____________________________________ 

___________________________________________________________________
_______ 

 

Reason for refusing access and date: 
___________________________________________ 

___________________________________________________________________
_______ 

 

 

Signature: 
_________________________________________________________________  

 

 

 

 



 

35 
 

Appendix 4 

Form 81 
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   Appendix 5 
 

CCTV Request 

 

Hospital/Trust____________ 

Date of Request_____________ 

 

 

REASON FOR REQUEST (e.g. evidence gathering, identification. Other) _____________ 

This request for CCTV is made for the purposes of a police investigation/evidential purposes. Only 
information which is deemed relevant and necessary for the purposes of this information will be 
requested. The requisite police powers are contained in the following legislation: 

Section 32 of the Police (Northern Ireland) Act 2000. 

Police and Criminal Evidence (Northern Ireland) order 1989. 

 

Crime Reference Number _____________ 

Investigating Officer_____________________ 

 

 

NATURE OF ACCESS 

 View Only    View and Copy     Copy Only 

 

---------------------------------------------------------------------------------------------------------------------------------- 

CCTV Operator showing/providing a copy of recorded media 

Name (print)_____________ Signature_________________  Date___________ 

 

 

   



1 April 2019 
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Location  Internal  External  

 

Altnagelvin  

 

491 

 

147 

 

OHPCC 

 

180 

 

64 

 

 

 

Tyrone and 

Fermanagh 

Omagh  

 

0 

 

17 

 

South West Acute 

Hospital  

 

314 

 

14 

 

Gransha Hospital 

 

47 

 

19 

 

Great James St 

 

2 

 

5 

 

William St  

 

0 

 

5 

 

Strabane HC  

 

11 

 

4 

 

Waterside HC  

 

2 

 

2 

 

Limavady HC  

 

2 

 

1 

 

Dungiven HC  

 

3 

 

10 


